MULTI FACTOR AUTHENTICATION
Quick Reference Guide for Existing Internet Banking Users

Step 1:

BANK OF FAIRFIELD Upon first login with the new Multi Factor

g Authentication product, you will be asked to
Login enter your current Access ID. Once you enter

your Access ID click ‘Submit’ to proceed.

AccessID: |

TakeMeTo SummaryPage |¥

Forgot Your Password?

Step 2:

On the next screen you will need to enter a § BANK OF FAIRFIELD
. . M

temporary password. This password will be: oo o et Sk iy 2908

ibank + the last four digits of your social Login

security number. (Ex:ibank5555) After you

have entered your password click ‘Submit’.

Password:

Forzot Your Password?

Step 3:

The next screen will only appear the first time
you login to the new system. You will be
asked you enter your temporary password
again and create a new password. After you
 New Password: have entered your new password twice click
* Confirm New Password: ‘ Su b m it, .

BANK OF FAIRFIELD

Change Password

* Indicates Required Field
When changing your password we now require you fo have a “Strong
Password”. This 15 a minimum of § characters and maumum of 17 and

must contain the following; One Capitol Letter and one Number and one
Special Character(le. 2 L @).




Set Security Data Steg 3:

Information

Pleas reiewyous persondized PassMa o ensure youssecity. Afer yo hase vefited you Passakyon an provide youpasswond On the next screen you will be
assigned an Authentication
Contact Information -
Enter E-mail Address: o OMMERCIAL_FREE@HO TMAIL.COM Image. You will need to
Costin Eomail Aleess: lcorpArIoR). TREEBIO WAL GOM provide an Authentication
Pass Phrase that corresponds
with your image. On this
screen you will also need to
choose Challenge Questions
and provide answers to them.
When you are finished click
Challenge Questions and Answers “Su bm it" :

Challenge Question 1: Whatis your favorite sports team? Be sure to use questions and answers personal
e to you that you do not share with others.
fnsyer Broncos

Challenge Question : A a child, what did you want o be when you grew up? ***Each time you log in from a different
B0 Teacher computer you will be asked if you wish to
Challenge Question 3- Whatia you basi Fands mame? register it. Reglst_ra_tlon fora PC means
Answer Robert that the characteristics of the machines are
being logged to the database.

Image and Phrase

Authentication Image: Incotrect Image?

Authentication Pass Phraze:| \\/ater Forgot Your PassMark?

(® This is Registeri
Select One of the Following Options: ~ ;hl_ s pers?m.l e .»Egl.tEr.ll.
(T uter. Do not rezister it
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Login

Access ID

Takoe Me To | Summary Page
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Each time you log in after the initial setup you will be asked to enter you Access ID as shown
in Step 1. You will then get a screen where you will enter your password while being able to
validate your unique Authentication Image and Pass Phrase. You may also be asked the
challenge questions you chose in step 4 depending on the computer you are using to log in.




